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Spotting Scams
Scammers want you to hurry. Your job is to slow down. One tell means be careful; two or more means it is almost certainly a scam.
	The five tells
1.  Urgency.  “Act now or your account closes.” Real organisations give you time.
2.  An unexpected link.  Did not ask for it? Do not click it. Go to the source yourself.
3.  An odd request.  Password, gift cards, bank transfer to a new account, remote access. No real organisation asks.
4.  An almost-right address.  paypa1.com, mygov-update.net. Zoom in and check the spelling.
5.  Something feels off.  “Dear customer”, stiff or too friendly. Trust the feeling; slow down.



	The new rule
“Bad English means scam” is dead; AI writes perfectly now. The rule that still works: unexpected plus urgent means stop and check.



If you have already clicked
•  Entered a password:  change it now on the real site, and anywhere you reused it.
•  Entered card or bank details:  call your bank on the number on your card; block it.
•  Sent money:  call your bank straight away; they may recall a recent transfer.
•  Gave ID (Medicare, tax file number):  call IDCARE on 1800 595 160 (free).
Where to report
•  Scamwatch:  scamwatch.gov.au, any scam.
•  ReportCyber:  cyber.gov.au, hacking, theft, identity.
•  IDCARE:  idcare.org, 1800 595 160.
•  Scamwatch First Nations Infoline:  1300 303 143, a dedicated line to report and get help.
The scammer's job is to rush you. Your job is to slow down.
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